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1 Introduction

The Florida Department of Education Single Sign-On (FLDOE SSO) is one web address,
www.fldoe.org/sso, which enables users to access a selection of FLDOE resources with one
username and password. The list below identifies the six FLDOE resources that will be
available via single sign-on by June 2014; after which, additional resources will be integrated.

CPALMS - Statewide Standards & Instructional Resource Tool
elPEP — Educator Preparation Institution Reporting Tool
English Language Arts Formative Assessment System
FloridaSchoolLeaders.org — Leadership Development Tool
Interim Assessment Item Bank Test Platform

PMRN — Florida Interim Assessment for Reading (FAIR)

All local education agencies (LEAS) requiring access to any of the resources in the FLDOE SSO
must provision user accounts. Provisioning means to create, update, or disable a user’s access
to FLDOE resources. This FLDOE SSO LEA Integration & User Provisioning Specification
details the on-boarding steps, identity and authorization data required for each user, and
information about the ways this information can be submitted to the Department. The FLDOE
SSO includes a variety of methods to meet the needs of all types and sizes of LEAs.

LEA Administrators are encouraged to visit the FLDOE SSO website periodically for news,
information, training resources, and the latest versions of all FLDOE SSO specifications at:
www.fldoe.org/sso/communications.asp. The FLDOE SSO team can be reached at (850) 245-
9776 or fldoe-sso@fldoe.org.

2 On-boarding Steps

There are a number of steps that need to be taken in order for an LEA to participate in the
FLDOE SSO. First and foremost, the LEA should navigate to the FLDOE SSO website at
www.fldoe.org/sso/communications.asp to access on-boarding materials and review training
videos. The LEA must determine their key contacts and authentication method before initiating
on-boarding steps.

1. Submit the Memorandum of Understanding (MOU) and LEA Participation Form to fldoe-
sso@fldoe.org.

e The FLDOE SSO team will provide the LEA Functional and Technical Leads with
their unigue SSO ID and secure file transfer account information to support the
provisioning process.

e |f WS-Federation is selected as the LEA’s authentication method, documentation
will be provided on how to establish a trust. The LEA will work with the FLDOE
SSO team to establish the connection before proceeding to Step 2.

2. Upload staff identity file to the secure file transfer account (CD to TEST); email the
FLDOE SSO team when complete.

e The FLDOE SSO team will provide feedback on the results of the file. Accounts
will not be created.

3. Verify the IT Helpdesk information that will be published online for user support.
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4. Upload lead identity file (for the two leads only) to the secure file transfer account (CD to
PROD); email the FLDOE SSO team when complete.
e The FLDOE SSO team will elevate the leads to LEA Admin status and provide
training on how to use the system. This allows the leads to get familiar with the
system before initiating accounts for the entire LEA.

5. Complete user provisioning training.
6. Schedule a cutover date.
7. Notify the LEA Helpdesk staff and end users.

8. Submit the Certificate of Readiness form to fldoe-sso@fldoe.org.

e The Certificate of Readiness is required to satisfy a grant deliverable for public
school district LEAs participating in the Race to the Top grant. Upon receipt of
the form, the FLDOE SSO team will review, sign, and return a scanned copy via
email. The document may be uploaded to the grants management system as
evidence the deliverable has been met, or you may select the “no upload” option
and indicate the details of when it was sent and to whom (ex: sent June 1, 2013
to fldoe-sso@fldoe.org).

e If the LEA is not participating in the Race to the Top grant, skip this step and
proceed to Step 9.

9. On the scheduled cutover date, upload production-ready user provisioning information to
the LEA’s secure file transfer account (CD to PROD).

e Successful receipt of user provisioning information triggers automated emails to
FLDOE-Hosted users with their username and password prompting them to
complete their account registration and WS-Federated users will be enabled to
utilize applications as authorized (notification will not be sent from FLDOE).

10. Log into the FIM Portal and review SSO Reports for PROD file processing results;
continue to manage LEA users and support FLDOE SSO.

3 Key Contacts

FLDOE SSO requires two key contacts from each LEA to participate, a Functional Lead and a
Technical Lead, each having their own responsibilities. The Functional Lead serves as the
primary point of contact for policy, process, and approval requirements related to participation in
the FLDOE SSO. The Technical Lead serves as the sole secure transfer file account user and
primary LEA Admin within the FIM Portal. If WS-Federation is selected, the Technical Lead is
also responsible for establishing the WS-Federation connection and managing certificate
information. These two roles cannot be held by the same person.

4 Authentication

There are two configuration options available when it comes to how users are authenticated.
LEAs are responsible for selecting one authentication method for all its users at all sites within
their purview. For public school district LEAS, this includes charter schools. The LEA must
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choose which authentication option is right for them prior to on-boarding with the FLDOE SSO.
The two authentication options available for LEAs are as follows:

4.1 FLDOE-Hosted

This method requires the LEA Technical Lead to provide user provisioning information for
each person who requires access to the applications integrated into the FLDOE SSO
environment. With this information the system will create an SSO username and issue email
notifications to the user to complete the account registration process. Users will navigate to
www.fldoe.org/sso and log in to access the applications. User accounts and passwords are
maintained in the FLDOE SSO Active Directory and follow the same security policies for all
hosted entities. If an LEA prefers to control password policies (such as length and frequency
of change) for its users, then the WS-Federation option should be explored.

The diagram below shows how authentication and claims work in the Hosted scenario. Note:
the “Web Application” below represents any of the WIF-enabled applications participating in
FLDOE SSO such as Florida School Leaders, CPALMS, and elPEP.

FLDOE- Hosted User Authentication Model

Authentication and Entitlement Sources

Active Directory

5. Validate & Gather Info

Federation Server m

Enrollment Application

2. Redirection

6. Authentication Challenge
4. Password Submission
3. Authentication Challenge

8. Pass Validated Token &
Consume Claims

1. Connect Request

7. Pass Token Web Application

Federation Server Proxy

4.2 WS-Federation

This method requires the LEA Technical Lead to provide user provisioning information for
each person who requires access to the applications integrated into the FLDOE SSO
environment. Additionally, the LEA must maintain current SAML 2.0 compliant federation
service, an SSL certificate, and a code signing certificate. A one-way trust is established
between FLDOE and the LEA. Users will log in to the local LEA system first (authenticating
with the same username and password they currently have) and then navigate to the FLDOE
portal to access the applications. WS-Federation supports any SAML 2.0 compliant Identity

Page 6


http://www.fldoe.org/sso

SLDS Program — Race to the Top

FLDOE SSO LEA Integration & User Provisioning Specification

provider, the example below is with Microsoft's ADFS 2.0 services but other Identity

Providers can also be used.

An ADFS 2.0 solution consists of the following components:

o ADFS server(s) (internal network joined to AD forest)
ADFS Proxy Server(s) (perimeter network used to support remote users)

WS-Federation using Microsoft ADFS 2.0
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To request additional information regarding WS-Federation requirements, please email the
FLDOE Administration Team at fldoe-sso@fldoe.org.

4.3 Comparison of WS-Federation versus FLDOE-Hosted

LEAs should carefully consider the pros and cons of each authentication option. WS-
Federation has the benefits of utilizing the LEAs current security and authentication directory,
but also requires extra effort such as setting up your ldentity provider. FLDOE-Hosted has
the benefit of allowing control through the provisioning files with no need to maintain
passwords, but does require some planning around how applications will be assigned to
users (centrally through the authorization file or delegated through the FIM Portal).

FLDOE-Hosted

Requires user provisioning information

WS-Federation ‘

Requires user provisioning information

One username and password issued by
FLDOE using one security policy

One username and password issued by the
LEA using the LEA security policy

Note: LEA Admins and Location Admins using
the FIM Portal will have an additional username
and password used for administration only.
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Users authenticate with FLDOE to access
FLDOE applications (www.fldoe.org/sso)

Users authenticate with LEA to access FLDOE
applications (i.e.: www.yournetwork.org)

No additional technology required

Sign, etc.

Requires current SAML 2.0 compliant
federation service, an SSL certificate, and a
code signing certificate. Certificates must be
issued from a third party certificate authority
such as GoDaddy, Symantec, Comodo, Global

No local Directory requirements

addresses

Local Directory must include user email

5 User Provisioning Data

Regardless of the authentication method selected above, user provisioning information is

required for each person who needs access to the applications integrated into the FLDOE SSO
environment. There are two types of information used for the provisioning process: identity and
authorization. The identity information is about “who” the person is and authorization
information is about “what” the person can access.

Identity

+ Authorization —

5.1 Identity Attributes

User Provisioning

Data

The FLDOE SSO requires a selection of attributes about each user to be provisioned. The
following is a list of the identity fields with rich descriptions. Attributes are limited to staff at

this time.
Flele Order Description Example
Name
SSO ID 1 The SSO ID is a unique identifier for each 54 Required
trusted source of provisioning information. The
FLDOE SSO team will provide this number to
the LEA during the on-boarding process.
Email 2 The email address of the user. John@doe.org Required
Address
*If the WS-Federation is selected, it is critical
that the email address provided match the email
address recorded in the LEA’s local Directory.
Valid User 3 Valid User may be True or False. True Required
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User Type

User Type may be Staff.

Staff

Required

First Name

The legal first name of the user.

John

Required

Middle
Name

The legal middle name of the user.

Fitzgerald

Optional

Last Name

The legal surname of the user.

Smith

Required

Name
Suffix

The academic, religious, generational, or
professional suffix that follows the user’s full
name.

Jr.

Optional

State ID
Number

Reserved for the Florida Education Identification
Number available in 2014.

FL888888888888

Optional

Birth Date

10

The date of birth of the user (MMDDYYYY).

09171974

Optional

Site ID

11

The primary administrative reporting unit to
which the user is assigned.

For public school district LEAs, the Site ID is the
state assigned four-digit school number (0001-
9899) from the MSID; commonly reported on
Surveys as (School Number, Primary/Home)".

http://doeweb-
prd.doe.state.fl.us/EDS/MasterSchoollD/

For public and private postsecondary LEAs, the
Site ID is the six-digit IPEDS ID number.
http://nces.ed.gov/globallocator/

1234

Required

Job
Category

12

The primary job code assignment to which staff
is assigned. Only one job category is permitted.

For public school district LEASs, the Job
Category is the survey code associated with the
primary job assignment of the employee (Job
Code, Primary).
http://www.fldoe.org/eias/dataweb/database 12

13/208750.pdf

For public and private postsecondary LEAs, the
Job Category is a SOC code.
http://www.bls.gov/soc/

53002

Optional

Local ID
Number

13

The unique local identification number assigned
to staff within the LEA. This number may be
alphanumeric, up to 50 characters.

755741

Required

*For public school district LEAs, the Site ID must be a valid number listed in the MSID. Finer grain
site numbers, such as those assigned to staff working at the district level, should be rolled up to the
Superintendent’s office Site ID published in the MSID.
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5.2 Authorization Attributes

At a minimum, authorization attributes determine which applications a user may access.
Individual applications will determine if additional attributes (up to 10) are needed, such as

defined roles for access or additional identity information. The following is a list of the
authorization fields with rich descriptions. Specific information about each application’s

authorization attributes are available in the secure transfer file account (SSO DOCS folder —
accessible to the LEA Technical Lead only) or through the FLDOE SSO Portal (accessible to
LEA Administrators and Location Administrators).

Hcle Order Description Example
Name

SSO ID 1 The SSO ID is a unique identifier for each 54 Required
trusted source of provisioning information. The
FLDOE SSO team will provide this number to
the LEA during the on-boarding process.

Local ID 2 The unique local identification number assigned | 755741 Required

Number to staff within the LEA. This number may be
alphanumeric, up to 50 characters.

Application 3 The Application ID is a unique identifier 4 Required

ID generated by the SSO for each application.

Role 4 The basic role or roles that a user is able to 45 Required
perform within the application.

Attributel 5 Defined by application.

Attribute2 6 Defined by application.

Attribute3 7 Defined by application.

Attribute4 8 Defined by application.

Attributeb 9 Defined by application.

Attribute6 10 Defined by application.

Attribute? 11 Defined by application.

Attribute8 12 Defined by application.

Attribute9 13 Defined by application.

Attributel0 14 Defined by application.
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6 Data Submission

LEAs may submit provisioning information in a variety of ways, either through file transmissions
or using the Forefront Identity Management (FIM) Portal.

The following sections outline how the identity and authorization information may be submitted
and the content of each.

6.1 File Transmission

Provisioning files (identity and authorization) may be sent through the use of two available
options, secure file transfer via appropriate client or file upload through provider's HTTPS
portal. Both methods require the establishment of a secure file transfer account to upload
provisioning files to the LEA’s secure account for processing.

Using the secure file transfer account, LEAs have the option of selecting from either the
SFTP or FTPS protocols to securely upload provisioning files. Based on the secure file
transmission option selected, the LEA Technical Lead would use an appropriate secure FTP
client to establish a secure connection to their secure FTP account. With a secure
connection established, the provisioning files can be uploaded to FLDOE. Additional
information about the secure options follows:

e SFTP — Secure FTP is a program that uses SSH to transfer files. Unlike standard
FTP, it encrypts both commands and data, preventing passwords and sensitive
information from being transmitted in the clear over the network. It is functionally
similar to FTP, but because it uses a different protocol, a standard FTP client cannot
be used to communicate with an SFTP server. Likewise a client that supports SFTP
cannot be used to communicate with a FTP server.

e FTPS —FTP Secure and FTP-SSL is an extension to the commonly used FTP that
adds support for the Transport Layer Security (TLS) and the Secure Sockets Layer
(SSL) cryptographic protocols. FTPS should not be confused with the SSH File
Transfer Protocol (SFTP), an incompatible secure file transfer subsystem for the
Secure Shell (SSH) protocol. It is also different from Secure FTP, the practice of
tunneling FTP through an SSH connection. Both the source (LEA) and the
destination (FLDOE) will require a secure service to be in place to use this option.
SSL keys will have to be exchanged.

e The HTTPS option allows LEAs to log into the provider’s portal, browse, and select a
file from their local device to be uploaded to their account.

For all methods, LEAs must establish a secure file transfer account with the FLDOE by
completing FLDOE SSO LEA Participation Form. Keep in mind, LEA locations are not
permitted to use the secure transfer file account; therefore, if data is needed from locations
they must submit the data to the LEA Technical Lead and the Technical Lead will utilize the
account to send data on their behalf.

6.2 File Encryption
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As discussed in the File Transmission section, files are transmitted using a secure
transmission path; the files themselves do not require encryption. Although not required,
LEAs may choose to encrypt provisioning files before uploading via secure transmission
option. To facilitate this option FLDOE SSO will support the Pretty Good Privacy (PGP)
protocol for encrypted file transmission. If this option is selected, LEAs must upload their
public credential to their secure file transfer account, allowing for decryption of uploaded
provisioning files.

6.3 File Formats

LEAs may choose between two different file formats to submit provisioning files to FLDOE.
The first is a comma-separated values flat file format based on the FLDOE SSO CSV
Schemas. The second is an XML file format based on the FLDOE SSO XML Schemas. The
schemas and sample files are explained in this document and examples are provided. While
LEAs may choose between .XML or .CSV file formats, the two types of provisioning files
(identity and authorization) must be sent in the same format.

Each user will have one record in the identity file and one record in the authorization file per
application that they should be able to access. Account disablement shall only occur
explicitly. In other words, access revocation records must be sent in order to remove a
user’s access. The following sections detail the guidelines for preparing each file type.

6.3.1 CSV

e The files must follow the naming convention of “SSOID-YYYYMMDDHHmMm-
FileType.csv”. The time represented by HHmm for hour and minute will be
entered using standard 24 hour time and the file type will be either “Identity” or
“Authorization”. If the file name is incorrect, the entire file will be rejected.
Each record is located on a separate line, delimited by a line break.
Field/column headers are not supported; specified order is mandatory.
The use of double quotes is not supported.
The use of an apostrophe or hyphen in a record is supported without the use of
double quotes. Examples:

0 34,aohurley@bay.k12.fl.us,true,staff,Aaron,J,O’Hurley,,,,21,51013,id123

0 34,rhernandez-gonzales@bay.k12.fl.us,true,staff,Rose,J,Hernandez-
Gonzales,,,,161,51002,id124

6.3.2 Identity File CSV Example

| ' FLDOE-Identity.cs¥.Processed.05152013.134605.bak - Notepad

File Edit Format Wew Help

E,rpfeiffémicrosoft. com,TRUE,staff,Bob,L,Pfeiff,,,,9000,63104 ,id123
2, henry.mingmicrosoft. com,TRUE,Staff ,Henry,H,Min,,,,2,63104,1dl24
2,bubp¥eiff@uut1uuk.cum,TRUE,StaFF,RDbert,L.,PFEiFF,.,,,2,63104,id125
2 ,hob_pfeiff@outiook. com,TRUE,Staff ,rRob, ,smith,.,,,2000,63104 ,7d124

1|2 s hob. pfeiff@microsoft. com, TRUE, STaf T, =, ¥y . 4 ., 2000,63104 ,1d1350

12, fred. smith@microsoft. com, TRUE, staff,FRED, ,SMITH,. ,,,2000,63104 90132

6.3.1 Authorization File CSV Example
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lFLDDE—Authurizatiun.csv.Prucessed.ﬂS152!]13.1345!]5.hak - Motef
File Edit Farmat Yiew Help

B,idl23,4,45,,
2,9d124 ,4,45,,
2,9d125,4,45,,
2,9d124,4,46,,
2,9d123,4,46, ,
2,7d123,4,45,,

2,7d124,4,15,
2,7d125,4,15,
2,7dlz4,4,15,
2,1d123,4,15,

6.3.2 XML

e The files must follow the naming convention of “SSOId-YYYYMMDDHHmMmM-
FileType.xml”. The time represented by HHmm for hour and minute will be
entered using standard 24 hour time and the file type will be either “Identity” or
“Authorization”. If the file name is incorrect, the entire file will be rejected.

e The files must be well formed.
e Field/column headers are not supported; specified order is mandatory.
e The files must follow the FLDOE SSO XML Schemas.

6.3.3 Identity File XML Example

File Edit Format Miew Help

k7?xml wersion="1.0" encoding="UTF-8" standalone="wes"?=
<nsl:UserInformation xmins:nsl="http:/“tempuri.org>MLschema. xsd"' =

<nsliRecords
<nsl:550I0=2<,/ N5l :550I0
<nsl:emailaddress=hob. pfeiffémicrosoft. come/nsl:emailaddressz
<nsl:validusers=true< nsl:validusers
znsl:UserTypesstaff</nsl:userTypes
<nsl:fFirstnamerBob</nsl:firstnames
<nsl:MiddleMamesL< nsliMidd]erames
<nsl:Tastnames=Pfeiff</nsl:Tastname:
<nsl:Mamesuffix=1r</nsl:Namesuffix:
<nsl:statelbMumber>782624006< /N5l statelDNumber s
<n=zl:Birthbate>1960-04-20</nsl:Birthhates
<nsl:sitelb=9001</Nsl:51tells>
{nsl:Jubcategurg>63164<ﬁnsl:Jubcategury}
<n=sl:LocalIDhumber=1dl23</nsl:LocalIbMumber s

</nsl:records:

<nsl:Records<nsl:SS0ID=2< /NSl S50I0
znsl:emailaddress=henry. min@microsoft. com</nsl:emailaddressz
<nsl:validlsers=true< nsl:validusers
<nsl:UserTypesstaff«/msl:UserTypes
<nsl:firstnamesHenry</nsl:Firstnames
{nsl:Midd1eMame>H<}%sl:Midd1eMame>
<n=sl:lastname=Min<snsl:Tastnames
<nsl:Mamesuffixs<nsl:Namesuffix:
<nsl:statelbhumber=782624006< /sl :stateIDNumber >
<nsl:Birthbater</nsl:Birthhates
<nsl:sitelb=2001</Nsl:5itellx>
{nsl:Jubcategury>631q4<fn%1:Jubcatggury}

e -

[—— R £ B T IR U, [ R

6.3.4 Authorization XML Example
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lFLDEIE—A.uthurizatiun.:-:ml.Prucessed.l]Sl]ElZl]13.1!]3945.hak - Motepad
File Edit Format Wiew Help

k7am1 wersion="1.0" encoding="UTF-8" standalone="wes"7>
<nsl:applicationattributes =mlns:nsl="http:/Mempuri.orgMLSchema. xsd"
<nsl:records
<nsl:s50Ib=2</ N5l 55010
<nsl:Tocalidnumber=idlz3i< /nsl:Tocalidnumber:-
<ﬂSl:Ap?1iCatiDHID>4{fﬂSl:App1icatiDﬂID>
<nsl:rolex45</nsl:rolex
<nsli:attributel /=
<nsl:Aattribute? />
<nsl:attributes -
<nsl:attributed /-
<nsl:attributes
<nsl:attributes -
<nsl:attribute? =
<nsl:attributes -
<nsliattributes
<nsl:Aattributel >
</ nsl:records

</nsl:applicationattributess

6.4 Forefront Identity Manager (FIM) Portal

As an alternative to provisioning users solely based on the file upload process, the LEA

Administrator may use the tools provided by the Forefront Identity Manager (FIM) Portal.
The primary LEA Administrator can navigate to the FIM Portal and perform the following
tasks:

e Create, modify, or disable users

e Add, modify, or remove user authorizations

e Designate LEA Administrators or Location Administrators
e Reset a user’s password

IMPORTANT:

1. While the FIM Portal may be used to create or modify the user provisioning information,
those madifications will be overwritten by the file upload process when it is next initiated.
Therefore, it is vitally important to modify the source data of the user provisioning files to
match information entered into the FIM Portal.

2. The FIM Portal only supports the Internet Explorer browser 7.0 and above (i.e. Chrome
and Firefox browsers are not supported).

3. It takes time to process items entered in the FIM Portal. Sync times may vary from
minutes to hours depending on the number of records being processed (submitted
cumulatively by all LEAs statewide).

6.4.1 How to Access the FIM Portal

1. Go to www.fldoe.org/sso
2. Select “Log In”
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FAMILIES

IR 0000 ® @

Single Sign.On Home Welcome to the Florida Department of Education's Single Sign-On, established through a p—
Race to the Top award by the U.S. Department of Education. Florida is pleased to make its Sign{)n

Available Resources applications and resources available to serve teachers in the classroom, leadership in

Communications and Events schools and districts, researchers, state college and university administrators, and other

education stakeholders via a single sign-on. Over the coming years, look for the number
and types of resources available via this single sign-on to expand. In the meantime, learn
more about Florida's Single Sign-On and upcoming activities by visiting our

(" <gh
Communications and Events page.
. . . B . Create Account
With one username and password, you'll enjoy the convenience of accessing multiple

FLDOE applications

Curriculum & Assesments w

+ CPALMS + elPEP

+ English Language Arts Formative Assesment
System (Comming Soon)

+ Interim Assessment ltem Bank & Test Platform
(Comming Soon)

+ PMRN/FAIR

m Dashboards & Reports

+ FLDOE Data Hub (Coming Soon)

Support

ELDOE Acceptable Use Policy

Teacher and Leader Development

« Florida School Leaders

3. Enter your FLDOE SSO username and password

Single
Sign-On

FLDOESSO

Type your user name and password.

User name: | |

Password: | |

FLDOE Acceptable Use Policy

Forgot Password?

4. Select “FIM Portal” from the main menu bar at the top of your screen.
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F%}nkg@ Desartment o
EDUCATIONAN

DOE Home

Single Sign-On Home

Si pgle
Sign-On

Available Resources
Communications and Events

Support

Authorization Information

010?10

Curriculum & Assesments

QQO.

FIM Portal 5SSO Reports

Welcome Andrea Latham

&

The resources below are available for your use based on your role and permissions. To access the resource, click the resource name.

Teacher & Leader Development

No application access at this time

. Dashboards & Reports

= Florida School Leaders

No application access at this time

5. Enter your password and select “OK”

6. FIM Portal Home Page

Sign-0n . nok 550 FIM Portal

Home

Welcome, Andrea Latham (Florida Department of Education)

Security Groups (G
My A

Ugars

Wy Peotibe

FLEKIE Agplical

FLOGE Applic

e —

| Connecting to fimporaltest fidoesto org
2-andrealatham@fldoe.crg

R

Hemmember my credentials

’ Use another account
el
o || Insertasmart card

e JL

Cancel |

5, and Passwords

@ Help
» Reg
rgencation. You can sl
S your password.

Shauch fer:

Wieteome dndres Latham [Farics Drpanmen.. = | @

Search within
B AIFLDOE Applicabors v

B about Forelrant entity Manager
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6.4.2 View or Modify your Profile

1. Click on “My Profile” from the left side menu or “Edit my profile” in the center area

g

Home

Single
Sign-0n 4 nop 550 F1M Portal

There are four tabs to a user profile: General, Work Info, Application Roles, and
Password Reset.

General Tab

Active/lnactive = Checked means the user is enabled; un-checking this will
disable a user from the FLDOE SSO.

LEA Administrator = Checked means the user is an LEA Administrator with rights
to view, modify, or disable all users within the LEA.

Location Administrator = Checked means the user is a Location Administrator
with rights to view, modify, or disable users at their assigned location within the
LEA.

First Name = The legal first name of the user. This field is required; it can be
modified. The user’'s name will appear in the system exactly as entered; proper
sentence case is suggested.

Last Name = The legal surname of the user. This field is required; it can be
modified. The user’'s name will appear in the system exactly as entered; proper
sentence case is suggested.

Middle Name = The legal middle name of the user. This field is optional; it can
be modified.

Suffix = The academic, religious, generational, or professional suffix that follows
the user’s full name. This field is optional; it can be modified.

Display Name = The user’s first and last name (appears as entered) and their
organization in parenthesis.

Login Name = A concatenation of the user’s organization SSO ID and email
address.
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1 .Siq'r\-On

< Feuetiont Ldectity Manages  Webpage Dialg ot

| hetpy ol tast Hlpgsse.meg ente, man P &

"_) Andrea Latham (Florida Department of Educatior -3 @

Work Info Tab

e Local ID = The unique local identification number assigned to staff within the
organization. This number represents the primary key for user identification. This
field is required; it cannot be modified.

e State ID = Reserved for the Florida Education ID Number. This field is optional; it
can be modified.

e Organization = The sponsoring organization or LEA providing the user provisioning
information. This field is required; it can be modified. However, modifying the
organization will remove the user from the LEA Administrator’s purview.

e Location = The primary administrative reporting unity to which the user is assigned.
This field is required; it can be modified. However, modifying the organization will
remove the user from the Location Administrator’s purview.

e Account Type = The user type may be staff or student. This field is required; it can
be modified. However, the FLDOE SSO is not taking student accounts at this time.

e Job Title = The job title is populated based on the Primary Job Code provided. This
field is optional; it can be modified by editing Job Category in the identity file.

¢ Primary Job Code = The primary job assignment code to which staff is assigned.
Only one job code is permitted. This field is optional; it can be modified by editing
Job Category in the identity file.

¢ Created Date = Represents the date the user account was initially created.
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g

Single
Sign-0n ¢ yor s50 rim Portal

Mare infarmation
Lol

Seate ID

Mopigin Florida Reparment of Education

Lestation

Agminhtrgtive Locstion -

Accouet Type e =

Ieb Tale
Primary Joblode B3L04

Created Dute 8232013 52401 AM

Application Role
1. Displays the applications of which the user is a member.

g

Single
Sign-0n ¢ yor s50 rim Portal

Pew

Application Role Membership
Dopey Name Eversail Dernamn Displared Cumer
CRALM-STAFF2.5000 TESTH OSSO e Eum Bnstall

CPALM-STUDENT-2-5000

TESTRLDOESSO swe-Fim-dnstall

2memstotsl  Pagel 1ot 144 k¥l

|

Password Reset
1. Displays password set history.

= — ae
i s Iy s Gemal | WierkInfe | Appheation & ; |
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2. Checking “Password Reset Force” will reset the user’s password and initiate a
system email notifying them of the change and directions for registering their security
guestions and resetting the password.

S
bSign-On 1 nor 550 F1M Partal

ﬂwm.qum

R

Andrea Latham (Florida Department of Education) 2@

6.4.3 Add New User

1. Click on “Users” from the left side menu

g

Single
Sign-0n 1y ok 50 FIM Portal

Home

Welcome, Andrea Latham (Florida D

epartment of Education) B, antLDOE Appheaten

2. Click “New” to create a new user. However, it is recommended to first use the search
options on the right to verify the user is not already created.

o On the right, there is a “Search within:” dropdown list. LEA Administrators can
select “All LEA Users” or “All LEA-Location Users” to search for users; Location
Administrators can select “All LEA-Location Users” to search for users.

0 Select the “Search for:” magnifying glass icon to begin the search.
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Single
Sign-On 1 ok 550 FIM Portal

Hade i
Seetity Gresps (863 &
i 1
ty 563 Mo
Users el
FLOOE Appl

Weteome dndres Latham [Farics Depanmen.. = | @

Sanrch within
| A LEA Users -
Addeanc

/ O click Bew to create & new user

3. Alist of users is presented. Verify the user account has not been created.
4. To add a new user, select “New”

g

Sign-0n ;. ok 50 FIM Portal

Home Users
Secunty Groups [Sls)
Usais

Ty

FLOGE Applications

PG Apphcatinn Rte

5. Enter the required fields
o First Name
o Last Name
o0 Email Address

6. Select “Next”

Wieteome dndres Latham [Farics Drpanmen.. = | @

Search for Senrchy i

Advanced Sesrch ¥

Page 21



SLDS Program — Race to the Top
FLDOE SSO LEA Integration & User Provisioning Specification

Siney
4 Sign-On

o e ey e R,

) [ 5 e rienprsoit sy Mol el ATco e SSEani g A
reate User Ao

7. Enter the required fields
0 Local ID
o0 Account Type
o Organization

= Browse for Organization by selecting the browse icon =/ to the right of the

field.

0 Location
= There are two location fields. You must use the appropriate location field

based on your role. If you are an LEA Administrator, use the first location
field. If you are a Location Administrator, use the second location field.

= Browse for the Location by selecting the browse icon = to the right of the
appropriate location field based on your role.
8. Select “Next”
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’ v
% FLDOE S50 FIM Portal
? & i i g i pepup T B
Create User
Trgactsion, Florids Depariment of [ducaticn

9. The final screen will display a summary.

10. If correct, select “Submit” otherwise you may select “Back” to make corrections.
o

RIS Sign-On 14 o ss50 FiM portal

john.deegiidon. ey
Johey

654320

Flanes Department of Ediscasion

of Education - Default Administrative Location
User

11. You will now see the new user added to the Users screen. However, their account will
not be fully processed until the sync occurs. This may take a few minutes. Once the
sync is finished, the (No display name) will change to the user information.
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Witeeme Andres Ltham (Fanies Depamen.. + | @

Sngle

Sign-0n . nok 550 FIM Portal
Huorm Users
Secarity Groam ¢ sinh 3}

2
New

Liges

Subeanicrd Search T

6.4.4 Modify User

1. Click on “Users” from the left side menu

Weltome Andres Latham (Marias Drpartmen » | @
" -
Sign-0n 1y ok 50 FIM Portal

Home

Welcome, Andrea Latham (Florida De

3 Department of Education)
3?‘:2-%

2 antioe Appheatans

2. Search for the user

o0 On the right, there is a “Search within:” dropdown list. LEA Administrators can
select “All LEA Users” or “All LEA-Location Users” to search for users; Location
Administrators can select “All LEA-Location Users” to search for users.

o

Select the “Search for:” magnifying glass icon to begin the search.
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il i AR R
Single
Sign-On 1 ok 550 FIM Portal

[

Users Desplay Name

FLOGE Applications

7 4 Or click Mew to create 8 new user

3. Alist of users is presented
4. Click on the user name

veicame Andees stham (Haries Drpamen_ + | @

"
Sign-0n 4 oy s50 FiM Portal

5. There are four tabs to a user profile: General, Work Info, Application Roles, and
Password Reset (described in section 6.4.2). Select the relevant tab to make a
change. For example, to change the user’s last name and email address, open the

General tab. Keep in mind you may need to scroll to see all the fields.
6. Click “OK”
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dialbe i

Single 0 4
& hope Tinpartal tect Ridoeeeo.00g. idantitymana g aiment/ Mg omina n/ popup.sip

RS Sign-0n | 105 850 1M Portal

Andrea Latham (Florida Department of Education)

Worklelo | Application Reles | Password Reset |

2 Astelnsitive i
et rcloind wrusperd awilobicd ey Aa

LEA Adminitrator:

Loxation Administratorn

First Name

Last Blarrin

Middie Name

Arcdres Latham (Flonda Department of Tducation]

andres.smitiefidon.org

Birth Date

12/172004 12:00:00 AM

7. The final screen will display a summary.
8. If correct, select “Submit” otherwise you may select “Back” to make corrections.

I . Sirehe
BLLIS Sign-0n .\ o5 s50 FiM Portal

renon popup.ips

Andrea Latham (Florida Department of Education)

Genead. |- Weekinfo | Appication Rotes - | - Daswword et |

2 g S, Ol Value air
et sndrea lathum @Hidos.crg andrea.smithSHldoe ceg 2

Litham Sorith Athuanzed Searcly T

9. In this example, you can see some of the new user information has updated on the
Users screen. However, the account will not be fully processed until the sync occurs.
This may take a few minutes. Once the sync is finished, the display name, login
name, and email address will change to the modified user information.
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0 Itis important to note in this example, the user’'s email address was changed.
Consequently, this changed the user’s login name. The system only sends
notifications for new account creation, not modifications. So, system will not
notify the user of their new login name. As the LEA Administrator or Location
Administrator that made the change, it is your responsibility to notify the user.
(This is true for email address modifications submitted through the provisioning
files, too. They system only sends notifications for new account creation, not
modifications.)

g

Single
Sign-0On 1 nor S50 FIM Portal
Home
ty Grcsay

6.4.5 Add User Authorizations

1. Click on “My SGs” from the left side menu

g

Single
Sign-0n 1y ok 50 FIM Portal

Home

2. Select the application(s) to which a user will be added.
o There will be multiple listings of applications appended with the SSO ID and
Location ID. To add the user to the right group, you must select the group with
their Location ID.
o0 To view the user’s Location ID, you may look them up in Users.
3. Select “Add Member” from the ribbon.
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Wieteome dndres Latham [Farics Drpanmen.. = | @

Sign-0n . nok 550 FIM Portal

Home My Security Groups

Semrch within

s QR B X 3 & E ~ Cp

i Mew Dol b Lesve Add Mumiber Abvanced Seirch
Eermail Seope

Users Deigiley Harrse =
& CPALM-STAFT-2-3000

Wy Peoibe

FLIOE Applicatians

FLOGE Application Rode:

4. Browse for Members by selecting the browse icon =/ to the right of the field.
5. In the next window, search for members.

0 On the right, there is a “Search within:” dropdown list. LEA Administrators can
select “All LEA Users” or “All LEA-Location Users” to search for users; Location
Administrators can select “All LEA-Location Users” to search for users.

0 Select the “Search for:” magnifying glass icon to begin the search.

6. Select the member(s) to add to the group(s) and click “OK”

N

V rioor kel
{ ?;;—é; 4319000 1 por ss0 F1M Portal
R

L \\J:f

' Fonelere Idertity Marces - Webpage Dialog =@

2 P 1 = sge &l
P 1243 @

7 3k O Soae I

2| Forefrant Edentity Manager - —
CRALM-STAFF- 25000 F4 -FEL UISER-2.5000 |‘g bt firvportal it fidoesas. ong ident Rymanagement ac Common/ nespopuppicis s mode= i @R
Select Member
Search for Sewch witkun:

BN LEA Ugers s
Advancad Sarch &

E-rmail

Display Name
Ardrea Latham {Florida Department of Lducati = sndrea lsthamSfidoe or
= am@fidoeory

erids Depatment of Educatic

Gregory Dodge (orida Department of Educafi

cotttomattemtiBeidos. scotttomastewskiBfido =

Ak} ore o e rrarnbabrs 1 the saleched oo Seotr Ternattewski (Florida Department of Edu 2-5

Tedl 4 bkl

I Membart to be selected 11 itare totsl  Page
m Jgha Tlond; Educationtles Bow (Flordy Depantment of Edutation]

ok ] [Caned ]

7. Once all the members have been selected, click “Next”
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g

Single
Sign-0n .y hop s50 1M Portal

Los B Ticeide Depaiment of Educationl; '
Isho Doe (Flodda Cepuriment of Eductionl]

8. The final screen will display a summary.
9. If correct, select “Submit” otherwise you may select “Back” to make corrections.

g

Single
Sign-0n .y hop s50 1M Portal

The following  summarizes
the cperation” or cperations
Rhatt o are fequesting,

Statan

Deseription Cate Status
/2772013 115530 AM
S/27/2013 11:55:30 AM

Add members to group CRALM. STAFF.2.5000
Add members o group FEL-FSL USER-2-5000

Requert nat submitted.
Requert nat submitted.

10. When the processing is complete, click “OK”
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6.4.6 Modify Authorizations

1. Click on “My SGs” from the left side menu

£ .
Sign-0n ) o 950 FiM Portal

Sewrch for Search
Welcome, Andrea Latham (Florida Department of Education) 2 ann

2. Select the application to be modified and click on its name.

o There will be multiple listings of applications appended with the SSO ID and
Location ID. Select the appropriate group based on the user’s Location ID you
are adding.

o0 To view the user’s Location ID, you may look them up in Users.
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Welcame Andrea Litnass {Prorida Departaen... + | =

Sign-0n . nok 50 FIM Portal

Homme My Security Groups

Security Groups (5Gx) ] [ - & / =
o = .‘1? : L Sy
et Mew  Detsdc  Delete  Jom  Leme  AddMamber Remove Member

Users Dy Marsie =

Deseriptis
CPALMSTAFF-2-0000 <

3. Click on the “Members” tab

-
gy
mipar YT
{ i»‘)_':‘.'r{‘islgn-On FLITOE S50 FIM Portal
\Iﬂ LY
e v S
2 ] ﬁ 115»19; Fimpartat best HIDRSS0.00 I ENEEyT AN 3gEmEnt, g COME) POPUP T 5|

FSL-FSL USER-2-9000 =]
Desgiay Hame

£-mail Enabled

4. Current Membership displays the users belonging to the application group.
5. Toremove a member from the application group, browse for Members by selecting

the browse icon =/ to the right of the “Members to Remove” field.

o Inthe next window, search for members by selecting the “Search for:” magnifying
glass icon.

0 Select the member(s) to add to the group(s) and click “OK”
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g

Single
Sign-0n .y hop s50 1M Portal

: B oy Mo - ety 25|
e ,.‘! &) P ._J' 2 g g O — P — al -
tes Desspeme | FSL-FSL USER-2-9000 Ao
- : : e

Mare infarmation

Cument Membership

FibH Hamme Resource Type
r & read-only view of who is presently Joken Doe (Fleeda Department of Education] User
o this group
Lee Bow (Ficrida Department of Education) User

Zitems total  Page] T bl 144 b ki

Merrbers T Rernove

Chozne wha 16 reemeve frem the
-

Memibers To Add vl )

T P T —

| Select Members

[7] Display Mame Besource Trpe
[£] Sohe Do (Floricds Depatment of Fuestion) User
[ Loe Row (Florids Depastmant of fducation) Ut

Ziterm total  Pagel T ofd 144 b bl

o [ ]

6. Once all the members have been selected, click “OK”

g

Single
Sign-0n .y hop s50 1M Portal

Cument Membership

A readhonly view of who ls presently ok Dior (Fleeds Department of Eduation]
o this geoup
Lee Bow (Florids Department of Education)

Zitems total  Page] T bl 144 b ki

Murhors JoRémare e e Flunda Desartment of Educationt]

Choene wha in remove frem the
o~ |

Membent To Add

(S A R

The final screen will display a summary.
If correct, select “Submit” otherwise you may select “Back” to make corrections.

© N
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Siney
4 Sign-On

L5 1|_. Wetp. i ormat st HOGRSI0.BRG LN PN SgEEne, B ESTTER, PP &

FSL-FSL USER-2-9000 =N

9. Members to Add is another way to add members to the application group.

10. Browse for Members by selecting the browse icon =L to the right of the field.
11. In the next window, search for members.

0 On the right, there is a “Search within:” dropdown list. LEA Administrators can
select “All LEA Users” or “All LEA-Location Users” to search for users; Location
Administrators can select “All LEA-Location Users” to search for users.

0 Select the “Search for:” magnifying glass icon to begin the search.

12. Select the member(s) to add to the group and click “OK”
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Sign-0n .y nop 550 F1M Portal
Home W Security Groups é‘ = M_ - __M =
& rips tmpanat g ety o/ popup. a5 9| .
FSL-FSL USER-2-9000 =)

Mare Infarmation
Curment Membersiig N Resource Type
A readeonly view of whe ls presently b D (Fleeda Department of Edscation] User
o this geoup

g W By ==

:, 2 hitps:/ finpostal test Adoesso.org identitymanagement/aspu’ common/ nespopuppicker ssprTmodes B @)

Select Members

Marriess Te Reriove __ Search within:

Membent To Add

T P T —

13. Once all the members have been selected, click “OK”

g

Single
Sign-0n .y hop s50 1M Portal

Cument Membership

A readhonly view of who ls presently ok Dior (Fleeds Department of Eduation]
o this geoup

Yitems total  Page] T oll 144 b ki

Merrbers T Rernove

Chozne wha 16 reemeve frem the
fLsert membe.

Membent Te Add

Chiets e additien 1o the gresip,

14. The final screen will display a summary.
15. If correct, select “Submit” otherwise you may select “Back” to make corrections.
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6.4.7 Delegating Administrators

The Technical Lead serves as the sole secure file transfer account user and primary
administrator for the LEA. They cannot share access to the secure file transfer account,
but they can designate others as LEA Administrators and Location Administrators to help
manage users through the FIM Portal. Both LEA Administrators and Location
Administrators can use the FIM Portal to view or modify their profile; create, modify, or
disable users; create, modify, or remove user authorizations, designate other
administrators; and reset a user’s password. Here are a few key points:

e LEA Administrators can manage users for the entire LEA; Location Administrators
are limited to managing users at a specific location.

e LEA Administrators have the ability to designate others as LEA Administrators or
Location Administrators; Location Administrators are limited to designating
Location Administrators (i.e. they can’t delegate upward).

e LEA Administrators can access SSO Reports; Location Administrators cannot
access SSO Reports. (SSO Reports are not located in the FIM Portal; they are
located in the horizontal menu bar of the FLDOE SSO Portal.)

e LEA Administrators and Locations Administrators can access Authorization
Information. (Authorization Information is not located in the FIM Portal; it is located
in the left side menu of the FLDOE SSO Portal.)

e There is no limit on the number of LEA Administrators or Location Administrators
permitted.

A typical delegation model for an LEA may look like this:
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LEA Technical Lead/LEA Administrator FLDOE SSO

ﬁj% _____________________ ’ (;J

LEA Administrator

§8 &S

Location Administrator
{School 1)

LEA Administrator

Location Administrator

Location Administrator
(School 2)

(School 3)

4 an 4

/|

G408 64884 8888
To desighate Administrators:

1. Click on “Users” from the left side menu

Wiicims Andied Latfam [F6r1ds Dipaamens > | @)
z ..
Sign-0On 1 nor S50 FIM Portal
Ho . . " .
Welcome, Andrea Latham (Florida Department of Education)

BB ANFLDUE Apphcatens

2. Search for the user

0 Onthe right, there is a “Search within:” dropdown list. LEA Administrators can
select “All LEA Users” or “All LEA-Location Users” to search for users; Location
Administrators can select “All LEA-Location Users” to search for users.

0 Select the “Search for:” magnifying glass icon to begin the search.
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ki e P IR
Single
Sign-On 1 ok 550 FIM Portal

Hone Users
P - & X i Fo T
. B ANLEAUsen -
Hew Acbeanc
users Despiay Name

FLOGE Applications
FLOOE Applicstion Role:

/ O cick Hew to create 8 new user

3. Alist of users is presented
4. Click on the user name

g ..
Sign-0n . nok 550 FIM Portal

Hume Users

Wieteome dndres Latham [Farics Drpanmen.. = | @

Security Groups (S

Subeanicrd Search T
Ugars
My Peohbe

FLOGE Applications

5. On the General tab, check-off the LEA Administrators box or the Location
Administrators box (do not check-off both)
6. Click “OK”
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ham (Fia 9
S
Sign-0On 4 nor s50 F1M Portal
lohn Doe (Florida Department of Education) - . I..-"=""='-f5'-"*'f""
Worklale | Appleation Holm. | Paveevord fimet |
s @
Firit Hame Sohn
7. The final screen will display a summary.
8. If correct, select “Submit” otherwise you may select “Back” to make corrections.

g

Single
Sign-0n .y hop s50 1M Portal

Single- Value Attnbutes Hew Value

LEA Adfeninisteaties Tre

Location Administrators. False
Pasiwnrd ruet Foece s bl wabue] Eabr

[ omBack ][ subma ||

6.4.8 Password Reset
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Hosted account users can register for password reset by answering a number of security
guestions among a list of preconfigured questions and then reset their password by
answering a question. If a user cannot remember the answers to their security questions,
LEA Administrators and Location Administrators can reset a user password from the
user’s profile in the FIM Portal.

1. Click on “Users” from the left side menu

g

Single
Sign-0n 1y ok 50 FIM Portal

Home

2. Search for the user
0 Onthe right, there is a “Search within:” dropdown list. LEA Administrators can
select “All LEA Users” or “All LEA-Location Users” to search for users; Location
Administrators can select “All LEA-Location Users” to search for users.
0 Select the “Search for:” magnifying glass icon to begin the search.

Single

Sign-On 1 ok S50 FIM Portal
Home
E* it i [

2

3. Alist of users is presented
4. Click on the user name
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Weiame Andres Lahar [Harids Drpanmen * | @
Sign-0n . nok 550 FIM Portal

Home Users

Soaurity Groups (56 & & 2 Seaech for
wesca o 2
s Mew  Desdc  Delete

Users

My Profile

FLOE Applications

FLOOE Application Foles

ids Deparimient of Education] bobple#@outlook.com

Gregery Dodge (Fiesida Department of Eduzaticn) 2-gregory dedgel Slideeory regery.sod

Stidoe or

-

fenn Dge (Fevida Deparament of Education)

2.johm SoeGidne.org [t deegiidee srg

5. Click on the Password Reset tab

6. Check-off the Password Reset Force box
7. Click “OK”

Singh

Sign-On ¢ por 550 Fim Portal

2 H X prpp— o ey s T

lohn Doe (Florida Department of Education)

8. The final screen will display a summary.

9. If correct, select “Submit” otherwise you may select “Back” to make corrections.
10. Upon submission, the user will receive an email with the new password and
instructions to register and change the password.
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2 Pal }_5 hetpa. o et test HelgRSS0.00) (4008 ansgemEnt, sgn camen. rn .

lohn Doe (Florida Department of Education

6.4.9 Delete or Disable Users

Accounts are deleted if they are inactive for more than 180 days. Immediate deletion or
disabling can be accomplished via the FIM Portal. However, it is strongly recommended
the changes be replicated in the source data of the user provisioning files as soon as
possible to avoid the modifications being overwritten by the file upload process when it is
next initiated.

To DELETE a user:

1. Click on “Users” from the left side menu

&l @
Single
Sign-0On 1 nor S50 FIM Portal
"""" . & ™ . . Sewrch fo Search with
Welcome, Andrea Latham (Florida Department of Education) B AnFLDOE Appheatons

2. Search for the user
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o0 On the right, there is a “Search within:” dropdown list. LEA Administrators can
select “All LEA Users” or “All LEA-Location Users” to search for users; Location
Administrators can select “All LEA-Location Users” to search for users.

0 Select the “Search for:” magnifying glass icon to begin the search.

Single

Sign-On 1 ok 550 FIM Portal
Home Isers
Secsity Grosap (3

3

3. Alist of users is presented
4. To DELETE a user, select the user name by checking their name and click the red

Delete icon.

0 This will delete a user from the system, but if the user information is sent in a
provisioning file without changing their user type to FALSE, an account will be
created again.

0 The users name will be removed from the display when complete.

g

Single
Sign-On 1 por $50 F1M Portal

Home

\\\\\

5. The final screen will display a summary.
6. If correct, select “Submit” otherwise you may select “Back” to make corrections.
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To DISABLE a user:

1. Click on “Users” from the left side menu

Walcome Aniesa Lathar (Ferias Drparimen. * | @)
Single
Sign-0On 1 nor S50 FIM Portal
Ham 3 T : \
Welcome, Andrea Latham (Florida Department of Education)
Seauarity Croups [SGx)

2. Search for the user

0 On the right, there is a “Search within:” dropdown list. LEA Administrators can
select “All LEA Users” or “All LEA-Location Users” to search for users; Location
Administrators can select “All LEA-Location Users” to search for users.

0 Select the “Search for:” magnifying glass icon to begin the search.
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LN ]

Single
Sign-On 1 ok 550 FIM Portal
e

Users

3. Alist of users is presented
4. To DISABLE a user, click on the user name

g ..
Sign-0n . nok 550 FIM Portal
}

5. On the General tab, remove the Active/lnactive check-off; this will make the user
inactive/disabled.

o This will disable a user from the system, but if the user information is sent in a
provisioning file without being their user type changed to FALSE, the account
will be active/enabled again.

0 The user’'s name will remain in the display when complete should they need to
be active/enabled in the future.

6. Click “OK”
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g

Single
Sign-0n .y hop s50 1M Portal

lohn Doe (Florida Department of Education) Ao

W el Worklale | Appleation Holm. | Paveevord fimet |

Mare infarmation
Batreiinactie (oL =

Checked mesnt enabled uer

LEA Admimcirators =

Nestation Admuratrati =

Firit Hame Sohn

Last Neme oo

Mistdie Name

Sl

Iohe Dee (Flarda Departmant of Education)

7. The final screen will display a summary.
8. If correct, select “Submit” otherwise you may select “Back” to make corrections.

g

Single
Sign-0n ¢ yor s50 rim Portal

mity Geoups (5610 1 o .

Singhe-Value Attributes i Walue Hew Yalue

alid Ui True Fale

[ ke |[ Sbma || camca |
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7 SSO Reports

There are three reports available from the FLDOE SSO Portal for LEA Administrators; Location
Administrators do not have access to this item.

¢ Identity & Authorization File Processing Report - Report displays information about
identity and authorization file processing. Such as information as how many records
were processed and if any errors occurred.

o Certificate Report - Report displays information on SSL and Code Signing Certificates.
LEA Users Report — Displays users in an LEA.

To access SSO Reports:

1. Log into the FLDOE SSO, click on SSO Reports

et rareié d NRIEKMIG)

DOE Home

Single Sign-On Home

Available Resources gl'n;ﬁﬂn
Communications and Events
Support

Authorization Information

m FIM Portal $SO Reports Log Out

Welcome Andrea Latham

The resources below are available for your use based on your role and permissions. To access the resource, click the resource name.

= =

Curriculum & Assesments Teacher & Leader Development

Mo application access at this time « Florida School Leaders

m Dashboards & Reports

Mo application access at this time

2. Click on the report you wish to view.
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DOE Home

Single Sign-On
Single Sign-On Home
Available Resources Single m FIM Portal $S0O Reports Log Out

Sign-On

Communications and Events
Support
Authorization Information

SS0 Reports

Report displays information about Identity and authorization file processing. Such as information as how

Identity & Authorization File Processing Report
- many records were precessed and if any errors occured.

= Certificate Report
— Report Displays information on SSL and Code Signing Certificates
=&

LEA Users Report
p Displays users in an LEA
L

)
r_

3. Enter the report parameters desired and select Run Report.

Single

EEEL Report Parameters:
ign-On
Begin Date: [ End Date: i
Reports Select File Type: | All [=]
Run Report
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